


Phone ca l ls  in  every  par t  o f
Ireland are being monitored
by the British Government as
a result of a secret deal with
the  Un i t ed  S ta tes  Na t i ona l
Secur i ty  Agency (NSA).  The
cooperation is taking place as
t h e  f i r s t  s t a g e  i n  a  j o i n t
i n t e l l i g e n c e v e n t u r e
codenamed PROJECT P415,

a c c o r d i n g  t o  i n f o r m a t i o n
g i v e n  s e c r e t l y  t o  t h e  U . S .
Congress last year.

The eavesdropping is  carr ied
out by an American satell ite in a

"geostat ionary" orbi t  s imi lar  to
s p a c e  s a t e l l  i t e s  w h i c h  n o w
t ransmi t  TV  p i c tu res  to  homes

throughout Ireland.
T h e  s a t e l l i t e  i s  c o d e n a m e d

M a g n u m .  T h e  c o m p u t e r i s e d
a n a l y s i s  s y s t e m  i s  c o d e n a m e d
ECHELON.

T h e  s e c r e t  o f  s a t e l l i t e s  l i k e
MAGNUM is that they can suck
up all of these microwaves from a
p o i n t  2 2 , 0 0 0  m i l e s  a b o v e  t h e
earth. They then retransmit them
on a coded beam back to earth for
r e c o r d i n g  a n d  a n a l y s i s  b y
computer.

M a i n  t a r g e t  o f  t h e  p h o n e
tapp ing  i s  the  IRA and  re la ted
groups, but as part of the overall
surveillance, tens of thousands of
Irish phone calls are intercepted
each week,  most  of  which have
no th ing  to  do  w i th  the  IRA o r
pol i t ics.

I t  operates l ike th is:  much of
I re land 's  new ly -upda ted  phone
sys tem i s  ca r r i ed  on  m ic rowave
radio links, whose dishes can be
seen in every large town in the
c o u n t r y  o n  t o p  o f  t e l e p h o n e
e x c h a n g e s .  S u c h  l i n k s  c a r r y
h u n d r e d s  o r  t h o u s a n d s  o f
c o n v e r s a t i o n s  s i m u l t a n e o u s l y .
These are jumbled up together by
a method called multiplexing.

I r i s h  c a l l s  p i c k e d  u p  b y  t h e
American satell ite are directed to
Britain's huge signals intell igence
l i s t e n i n g  c e n t r e  a t  O a k l e y ,
Che l tenham.  More  than  10 ,000
eavesdroppers monitor calls there
u s i n g  t h e  E C H E L O N  s y s t e m .
This consist of a dozen giant VAX
c o m p u t e r s  w h i c h  c a n
automatically target specific calls.

It is impossible for analysts to
l is ten di rect ly  to a l l  but  a smal l
f r a c t i o n  o f  t h e  h u n d r e d s  o f
t h o u s a n d s  o f  c a l l s  w h i c h  f l o w
through the Irish phone networks
daily. But the computers can sift
oul  part icular  conversat ions.

For  examp le ,  a  compute r i sed
"target l ist" contains the numbers

of any Irish phone of interest. If a

ca l l  goes  th rough  the  sys tem to

o n e  o f  t h o s e  n u m b e r s  t h e

C h e l t e n h a m  c o m p u t e r s  w i l l

a u t o m a t i c a l l y  i s o l a t e  i t  i n  a

s p e c i a l  r e c o r d i n g  t r a c k  f o r



possible later analysis by a human
l i s t e n e r .  D e t a i l s  m a y  t h e n  b e
t ransc r ibed  in to  a  t ypesc r ip t  i n  a
process known as "translation."

The  t rans la ted  sc r ip t  i s  then
s e n t  f o r  f u r t h e r  a n a l y s i s  b y
S p e c i a l  B r a n c h  o r  i n t e l l i g e n c e
off icers who at tempt to ident i fy
t h e  s i g n i f i c a n c e  o f  t h e
c o n v e r s a t i o n  a n d  t h o s e  t a k i n s
part.

T h e  E C H E L O N  c o m p u t e r s
work at the speed of l ight to l isten
to each of the series of individual
b l e e p s  w h i c h  a  p h o n e  m a k e s
when i t  cal ls  a selected number.

On ly  a  l im i ted  number  o f  l oca l
calls made on old P and T cables
with in towns are invulnerable to
t h e  j  o i n t  U .  S  - B  r i t  i s h
eavesdropping.

T h e  E C H E L O N  s y s t e m  c a n
a l s o  c o m p i l e  a  c o m p u t e r i s e d
dossier on the phone traffic of an
indiv idual  person.  For example.
phone numbers of all the contacts
and friends of a particular person.
p u b s  t h e y  v i s i t  o r  e v e n  t h e
numbers  o f  pub l i c  phone  boxes
near  the i r  home can  be  logged
into the computers. When any of
these  numbers  a re  d ia l l ed  f ro rn
a n y w h e r e  i n  t h e  *  o r l d  t h e
c o m p u t e r s  w i l l  e x t r a c t  t h e  c a l l
and route a recording of it to the
a n a l y s i s  u n i t .  T h i s  m e a n s  t h a t
even if a suspect or "tar_set" tries
to get  around the eavesdropping
sys tem by  tak ing  a  con f iden t ia l
ca l l  on  a  pub l i c  phone  they '  can
stil l be monitored.

C a l l s  a r e  n o t  l i s t e n e d  t o
d i r e c t l y  b u t  a r e  r e c o r d e d  o n
spec ia l  "b road  band"  magne t i c
t a p e s  s i m i l a r  t o  v i d e o  t a p e s .
These are then inspected at hi-eh
s p e e  , 1  b y  t h e  E C H E L O N
comprrters for specific calls.

Sorne I r ish phone routes may
be low pr ior i ty  unt i l  something
draws British attention to them. In
cases like that all of the calls are
mere ly  reco rded  and  s to red  in
C h e l t e n h a m ,  d a y  a f t e r  d a y ,
without analysis. However, if an
inc iden t  occu rs  wh ich  requ i res
phone tap informat ion about a
particular area such tapes can be
t a k e n  o u t  o f  t h e  a r c h i v e s  a n d
analysed.

For  examp le ,  i f  a  man  f rom
Sligo was arrested in Germany or
Britain after an IRA attack. all the
tapes of calls in the Sligo area for
several months

would be examined to find out
what cal ls  he had made, so that
h i s  a s s o c i a t e s  p o s s i b l y  s t i l l  a t
large could be identified. Special
at tent ion would be given to cal ls
r r r l t l e  t o  B r i t a i n  o r
Germany.During the controversy

satellite dishes like these mushrooming
all over the country.



over Fr Patrick Ryan, all calls in
the T ipperary  area were
monitored by MAGNUM satellite
and ECHELON computers.

When a specific phone number
was sensed by the computers a
voice conversation was extracted
from the jumble of sounds which
make up a mul t ip lex  Te lecom
Eireann phone system. It was then
carefu l ly  examined for  c lues
abou t  t he  f ug i t i ve  p r i es t ' s
whereabouts or other information
on him.

I ron i ca l l y ,  i t  was  a lmos t
certainly American phone tapping
which saved Fr. Ryan from being
abducted when he was deported
f rom Belg ium.  A p lan by the
British to force the Belgian plane

carrying him to Dublin to land in
England failed when the aircraft
flew over France and out into the
Atlantic to avoid British air space.

Accord ing  to  repor t s  f rom
Wash ing ton ,  U .S .  i n te l l i gence
tipped off the Belgians about the
plan to avoid an incident between
Be lg ium and  Br i ta in ,  who  a re
bo th  key  members  o f  NATO.
Taking no chances, the Belgians
not only ordered the plane to give
Britain a wide berth, but put two
p la toons  o f  a rmed  commando
troops on board.

The  Amer i can  in fo rmat ion
about British intell igence plans,
almost certainly came from the
U.S. listening station in Yorkshire
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Telecom Eircann's massiw t1,500 million expansion in rccent y€r has led to
microwave dishes like these mushrooming all over the country. They make it easy
br Bdtish eavesdroppers h listen in on calls. lrcnically, the old phoin system
wttich brcught so many complaints was not capable of being intercepted fiom
spaoe by satellite.

at Menwith Hill, which also uses
MAGNUM to  eavesdrop  on
British phone calls. Despite their
habit of spying on each other, the
Americans and British have been
c o o p e r a t i n g  c l o s e l y  o n
eavesdropping s ince the end of
World War II when they signed
the secret agreement which has
s i n c e  b e e n  r e v e a l e d  a s  t h e
UKUSA Pact.

This provides for a division of
labour between the two so that
there is no wasteful overlapping
of spying effort. Under the Pact
the Americans eavesdrop on Latin
America, much of the Pacific and
Asia, while Britain l istens in on
mos t  o f  Wes te rn  Europe ,
inc lud ing  I re land ,  pa r t s  o f  t he
Soviet Bloc and parts of Africa
and the Middle East.

But  in more recent  t imes the
share out of activity has had to be
adjusted to take account of new
techno logy .  Wi th  B r i t a in
d e v e l o p i n g  Z I R C O N ,  a  n o v e l
sys tem fo r  "hack ing"  i n to

computers on earth from a space
s a t e l l i t e ,  a n d  t h e  A m e r i c a n s
f ind ing  they  have  more
eavesdropping capacity than they
can use, considerable adjustments
have been made to the UKUSA
Pact in recent times.

O n e  o f  t h e s e  h a s  b e e n  t h e
changeover from methodical but
l i m i t e d  i n t e r c e p t i o n  o f  I r i s h
mic rowave  sys tems  to  b lanke t
coverage of  the ent i re country,
with the intercepted traffic being
beamed d i rec t l y  back  to
Cheltenham.

Details of the secret American-
Br i t ish cooperat ion were given
last  year by a woman who had
worked  on  ECHELON,  Ms
Margare t  Newsham,  who  now
l i ves  in  Sunnyva le ,  Ca l i f o rn ia .
She told Congressional officials
that the system had been used to
intercept even internal calls made
in the U.S.,  in contravent ion of
American law.

One of those whose calls was
monitored was a close friend of
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Rev .  Ian  Pa is ley ,  U .S .  Sena to r
Stom Thurmond, according to Ms
Newsham. Senator Thurmond, a
S o u t h e r n  R e p u b l i c a n ,  w a s  a
strong supporter of the Reagan
Administration. The fact that his
calls were intercepted was taken
a s  a  s i g n  t h a t  t h e  N a t i o n a l
Security Agency listens to friends
a s  w e l l  a s  f o e s  o n  i t s  m a s s i v e
eavesdropping service.

M s  N e w s h a m  r e v e a l e d  t h e
e x i s t e n c e  o f  t h e  E C H E L O N
computer moni tor ing system in
Congressional testimony. She had
worked in the US and Britain for
t w o  A m e r i c a n  s u b - c o n t r a c t i n g
corporations, Ford Aerospace and
L o c k h e e d .  S h e  s a i d  t h a t  s h e
persona l l y  had  heard  a  ca l l  o f
Senator Thurmond's which had
been recorded at  the American
moni tor ing stat ion in Menwith
H i l l ,  Y o r k s h i r e .  H e r  s e c r e t
t e s t i m o n y  t o  a  C o n g r e s s i o n a l
committee was later leaked to the
U.S. newspaper,  The Cleveland
Plain Dealer.

One reason for the cooperation
between the Americans and the
British GCHQ (the initials stand
for Government Communications
H Q ,  a  c o v e r  n a m e  f o r  t h e
eavesdropping service) is that the
A m e r i c a n s  n o w  h a v e  m a s s i v e
o v e r - c a p a c i t y  i n  t h e i r
eavesdropp ing  sa te l l i t es .  There
are now scores of eavesdropping
satell ites, many of them put into
orbi t  secret ly  by the US space
shuttle. As well as sucking up all
phone conversations from modern
microwave systems, satell ites like
MAGNUM intercept  fax,  te lex
and data transmissions.

But earlier generation satellites
targetted on the Soviet Union and
Eastern bloc countries are still in
o r b i t .  S o m e  o f  t h e s e  l i k e  t h e
RHYOLYTE series and the BIG
BIRD series launched in the early
1970s have been re-targetted on
T h i r d  W o r l d  c o u n t r i e s .  T h e s e
early phcine-tap satell ites have a
r e l a t i v e l y  l i m i t e d  c a p a c i t y
compared wi th state of  the ar t
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space spies like MAGNUM.

Changes  in  techno logy  have
a l s o  m a d e  i t  m u c h  e a s i e r  t o
intercept calls. Telecom Eireann's
f  I  , 5 0 0  m i l l i o n  i n v e s t m e n t
p r o g r a m m e  o v e r  t h e  l a s t  f i v e
years has made the I r ish phone
s y s t e m  i n t o  a n  u l t r a  m o d e r n
s e r v i c e .  A n d  t h a t  h a s  m a d e  i t
much easier to tap it from space.
I r o n i c a l l y ,  t h e  o l d  " w i n d - u p "
phones  connec ted  to  magne to
exchanges in local  post  of f ices
which were a feature of Irish rural
life until about ten years ago were
i m p o s s i b l e  t o  i n t e r c e p t  f r o m
space.

U n t i l  t h e  c h a n g e o v e r  t o
satel l i te intercept ion I r ish cal ls
were monitored from high ground
n o r t h  o f  t h e  B o r d e r ,  a t  D i v i s
Mountain near Belfast and from a
military station in Armagh. These
e a v e s d r o p p i n g  p o i n t s  w e r e
s u p p l e m e n t e d  b y  a  m o n i t o r i n g
system in the British Embassy on
Merrion Road, Ballsbridge, which
could record most of  the ohone

t ra f f i c  l eav ing  o r  coming  in to
D u b l i n  o n  t a p e s  w h i c h  w e r e
shipped back daily to Cheltenham
o n  a  B r i t i s h  A i r w a y s  l a t e
afternoon fl ight. The tapes were
car r ied  in  "d ip lomat i c  bags"  -

cases which never leave the sight
o f  t h e  " Q u e e n ' s  M e s s e n g e r s "
(usually former military officers)
who carry them.

The main reason why a blanket
eavesdropping system is directed
against Ireland is the threat which
the IRA poses to Britain and to
Br i t i sh  fo rces  in  Europe .  The
Amer i cans  a l so  have  a  spec ia l
interest in Irish contacts between
Col. Gaddafi's Libya and between
I r e l a n d  a n d  t h e  M i d d l e  E a s t .
Lebanon and Iran.

M r s  T h a t c h e r  i s  e s p e c i a l l y
a n x i o u s  t h ' a t  m a x i m u m
intel l igence be avai lable on the
I R A  s i n c e  t h e y  a l m o s t
assassinated her and wiped out
he r  en t i re  Cab ine t  i n  a  bomb
a t t a c k  o n  t h e  G r a n d  H o t e l ,
Brighton, several years ago. But a
spin-off effect of listening to Irish
phone calls for intelligence on the
IRA is that  much else is  heard,
i n c l u d i n g  c o m m e r c i a l  a n d
political information.

S i n c e  t h e  B r i t i s h  G C H Q
eavesdropping serv ice gets the
traffic on the Irish phone system
d e l i v e r e d  e n  m a s s e  t o  i t s
Cheltenham HQ it can pick and
choose selected areas in which to
" t r a w l "  f o r  n o n - i n t e l l i g e n c e
m a t e r i a l .  F o r  e x a m p l e ,
c o n f i d e n t a l  d e t a i l s  o f  o i l
explorat ions in I r ish waters by
American companies might be of
interest to the Board of Trade or
Br i t ish Gas.

S i m i l a r l y ,  d i s c u s s i o n s  o f
m a t t e r s  c o n c e r n e d  w i t h  t h e
E u r o p e a n  C o m m u n i t y  o r  t h e
U n i t e d  N a t i o n s  b e t w e e n  I r i s h
ministers or  d ip lomats might  be
o f  u s e  t o  t h e  B r i t i s h  F o r e i g n
Office when deciding a particular
course of action.

E v e n  i f  t h e r e  w a s  n o  I R A
th rea t  i t  i s  l i ke l y  tha t  the  jo in t

American-Br i t ish eavesdropping
in Ireland would continue simply
because the facil it ies are there in
space to do it.

Most people find it difficult to
grasp the enorrnous effort devoted
by the Americans and the British
t o  t a p p i n g  p h o n e s  i n  o t h e r
c o u n t r i e s .  B u t  w i t h  a  s t a f f  o f
15,000 c iv i l ians and a budget of
f 5 0 0  m i l l i o n  a  y e a r ,  B r i t a i n ' s

G C H Q  i s  c a p a b l e  o f  a  v a s r
throughput of monitored calls. In
a d C i t i o n ,  t h e  B r i t i s h  m i l i t a r y
eavesdropping service has several
specialised units dedicated to full-
t ime serv ice in Northern I re land
and West Germany, where they
listen to Warsaw Pact phone and
telex messages.
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